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Protect Children

WHO WE ARE

Protect Children is a non-governmental, Helsinki-based organisation working
internationally with a dedicated team advocating for the right of the child to
be free from sexual violence.

OUR VISION

Protect Children envisions a future where no child is subject to sexual
harassment, grooming, or any other form of sexual violence, offline and
online.

WHAT WE DO

To achieve this goal, Protect Children educates children, amplifies the voices
of survivors, supports families and victims, trains professionals, conducts
research, innovates offender-focused prevention measures, and demands
concrete actions from duty bearers to end all sexual violence against
children.

KEY THEMES OF OUR WORK

CHILDREN’S SAFETY
SKILLS EDUCATION

RESEARCH ON SEXUAL
VIOLENCE AGAINST CHILDREN

SUPPORTING VICTIMS,
SURVIVORS & FAMILIES

ADVOCACY & AWARENESS

TRAINING PROFESSIONALS

LEGAL EXPERTISE
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ReDirection Project
Protect Children started the ReDirection project in September 2020, with the aim of conducting new
innovative research on CSAM users and developing the anonymous, rehabilitative ReDirection Self-Help
Program for individuals who search for, view, and distribute CSAM. The development of the project is in
line with the targets set out in the Non-Violent Childhoods Action Plan for the Prevention of Violence
against Children 2020–2025.

Nina Vaaranen-Valkonen

Executive Director, Senior Specialist, Psychotherapist
"The project focuses primarily on preventive measures and research where
the problem is the worst – on the Tor network platforms. The ReDirection
program aims to prevent the use of illegal child sexual abuse material and
provides a new ways to reduce revictimisation."

CHILD SEXUAL
ABUSE MATERIAL
(CSAM)
The spread of child sexual abuse material is a
devastating and urgent issue, affecting millions of
children around the world. Around 1 in 5 children
in Europe fall victim to sexual violence (Council of
Europe), and global reports of suspected child
sexual abuse and exploitation material are
growing at an alarming rate every year (NCMEC
CyberTipline).
It is becoming easier for offenders to sexually
abuse and exploit children online. Offenders are
increasingly using new technology to create,
distribute, and view child sexual abuse material,
and advanced security measures to evade
detection. As a result, law enforcement
investigations of child sexual exploitation and
abuse online are increasingly difficult, as
offenders are continuously searching for new
ways to facilitate their offending.
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29M
GLOBAL REPORTS OF

SUSPECTED ONLINE CHILD

SEXUAL EXPLOITATION IN 2021
NCMEC CyberTipline

20%

OF CHILDREN IN EUROPE ARE
VICTIMS OF SOME FORM OF
SEXUAL VIOLENCE
Council of Europe

The ReDirection project aims to prevent
sexual violence against children online.
RESEARCH
Gather new information on anonymous CSAM users in the dark web
We identified a need to gather new information on the anonymous population of current CSAM
users operating on the dark web, as much of what was know about CSAM users is based on
research on know or convicted samples of offenders. As CSAM offences are hidden crimes, the
majority of offenders are never reported or convicted. To uncover a more realistic depiction of
active CSAM users, we developed an innovative methodology to directly reach offenders as
they search for CSAM on dark web search engines, and gather self-report data through surveys.

PREVENTION
Develop a low-threshold intervention resource to stop CSAM use
In order to prevent use of CSAM, individuals who search for and view CSAM, but are motivated
to change their behaviour, must be offered low-threshold, evidence-based resources to help
them move away from their offending behaviour. We decided to develop a new self-help
program, based on cognitive behavioural theory, to encourage CSAM users to stop using
CSAM. In order to encourage this behavioural change, the ReDirection Self-Help Program helps
the user understand the harms of viewing CSAM, enhances the motivation to seek professional
help, and teaches skills to maintain behavioural change.

AWARENESS
Raise greater awareness of the scale of sexual violence against children online
Throughout the project, the findings from the research have been shared to a wide audience,
both general public and professionals, to raise greater awareness of the scale of the problem,
and what can be done to prevent sexual violence against children.
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OUTPUT 1

Meta-analysis

Mielenterveystalo.fi self-help program for those with sexual
interest in children
Pageviews: 159 (Google Analytics)
In the meta-analysis of the ‘Sexual Interest in
Children - Self-Help Programme’ on Helsinki
University Hospital Mentalhub, Protect Children
specialists analysed the user statistics and latest
research and identified a need for a more specific
program for users of child sexual abuse material.
We also identified a need for further research on
CSAM users – especially in the dark web.

We identified a need
for a new dark webbased self-help
program for CSAM
users.

OUTPUT 2

Surveys of CSAM users in the dark web
'Help us to help you' & 'No need for help'
Survey opens: 364,544 (Webropol)
Survey responses: 20,022 (Webropol)
Protect Children launched two innovative surveys
in the dark web to gather unprecedented data
about the habits, thoughts, feelings, and
behaviours of individuals who use CSAM. When
individuals search for CSAM on the dark web by
using certain key words, they are presented with
the possibility to answer the surveys: Help us to
help you and No need for help.
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Individual searches for

Voluntary surveys

Directed to the

CSAM on dark web

'Help us to help you'

ReDirection Self-Help

search engine

or 'No need for help'

Program

Since launching, the surveys have been translated
and been made available in 19 languages. The
surveys been opened over 360,000 times, and
have been answered by over 20,000 respondents.
With the data collected, Protect Children
conducted data analysis and published the results
in reports (see Outputs 4, 6 and 8), a peerreviewed research article (see Output 7), and
developed a new self-help resource to help
individuals viewing CSAM to change their
behaviour (see Output 3).

OUTPUT 3

ReDirection Self-Help Program
Visits to the program (via surface web): 40,267

Visits to the program (via dark web): 53,869 (Ahmia.fi)

It is crucial to prevent sexual violence against
children at the source by addressing risks before
they materialise. To do this, we have developed
practical measures to guide individuals to stop
their use of CSAM, and ultimately protect children
from sexual violence online.

Vásquez-Amézquita PhD. Associate Professor at
Universidad El Bosque. The ReDirection Self-Help
Program is now available on the Helsinki
University Hospital Mental Hub in English and
Spanish.

The anonymous, rehabilitative ReDirection SelfHelp Program has been developed by Protect
Children in collaboration with psychologists Nina
Nurminen & Mikko Ylipekka, Criminal Sanctions
Agency.
The ReDirection Self-Help Program is based on
the manualised UUSI SUUNTA Individual Program
for Sex Offenders, already in use in Finland and
Estonia. The program is based on cognitive
behavioral therapy and guides users to change
their behavior and stop using CSAM. While this
can be difficult, 50% of respondents to the Help us
to help you survey say that they would like to stop
using CSAM and Protect Children believes that it is
possible to help CSAM users to stop offending.
The Program has been translated into Spanish
and culturally adapted by Red PaPaz and Milena

Feedback from users of the ReDirection Self-Help
Program suggests that the program successfully
decreases CSAM use. Of the 45 respondents to the
feedback survey, 64% said that they got all the
help they needed from the program. 73% said
they felt fully understood and respected while
using the program. 67% said that their use of
CSAM has decreased, or they have completely
stopped using CSAM after starting the ReDirection
Self-Help Program.

REDIRECTION
Not using CSAM

Underlying
motives
and needs

Triggering
factors

Life situation

Using CSAM

THE PATHWAY TO CSAM

"I understood for a long time that this was wrong, I thought and tried to find a clue to stop once
and for all. And your program gave a huge boost and confidence, especially when I read that
there is a real live person behind every video or photo, it caused me a lot of feelings and
emotions, a sense of shame for myself and a great desire to change."
Anonymous User of the ReDirection Self-Help Program

What part of the ReDirection Self-Help Program was most helpful to you?
Reflecting on my own thoughts, feelings, and behaviors
Working through the tasks
Learning more about the harms of using CSAM
Knowing that I am not alone
Setting goals and concrete steps to stop using CSAM
Other?
0
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Recruitment Pathways to ReDirection Self-Help Program
Users of the ReDirection Self-Help Program are recruited to use the program though both dark web and
surface web pathways. This is because whilst a large portion of CSAM offences occur through the dark
web, the majority occurs on the surface web - for example using social media platforms.
Dark web
Individuals who search for CSAM, with any search terms related to CSAM, on dark web search engines
(including Ahmia.fi, Onion Search Engine, and OnionLand) are advertised the ReDirection Self-Help
Program as they have indicated through their search that they may benefit from the resource. The link
to the program on Ahmia.fi dark web search engine has been clicked over 50,000 times (September
2021 - August 2022).
Users are also guided to the program through the helplinks.eu website (available on both the dark and
surface web), a collection of links to available online and offline help for those that have a sexual
interest in children. The page is updated in the Police2Peer EUROPOL project, however the site itself is
not a law enforcement site. The ReDirection Self-Help Program is listed as a resource for every country,
as an anonymous and generic resource that can be used by anyone, anywhere. This provides those
worried about their use of CSAM with effective resources, even if these are not available in their home
country.
Surface web
Protect Children has collaborated with Meta to add the ReDirection Self-Help Program as a resource in
the Help Centres of Facebook and Instagram, so that any users of the social media platforms can access
the resource easily.

Dark web

Surface web

Dark web search engines
Ahmia.fi

Onion Search
Engine

Social media platforms

OnionLand

Other

Helplinks.eu (EUROPOL)

ReDirection Self-Help Program

Further resources
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Facebook

Instagram

Help Centre

Help Centre

OUTPUT 4

ReDirection Survey Report

CSAM Users in the Dark Web: Protecting Children Through
Prevention
Tegan Insoll, Anna Ovaska & Nina Vaaranen-Valkonen
Pageviews: 3,941 (Google Analytics)
The ReDirection Survey Report revealed
unprecedented findings from Protect Children’s
surveys in the dark web on CSAM users. The new
information is invaluable in enhancing global
child protection efforts and strengthening the
fight to protect children from sexual violence
online. Protect Children laid out six key findings
from analysis of the data collected from the
surveys of CSAM users in the dark web.
Key findings:
1. Innovation leads to intervention
2. Users have been first exposed to CSAM at a
young age
3. CSAM is a gendered issue
4. Many CSAM users are not just viewers
5. CSAM is increasingly livestreamed
6. More research is needed

37%

45%

70%

of respondents have sought direct contact
with children after viewing CSAM
of respondents said they view CSAM related
to girls aged 4-13
of respondents say that they first saw
CSAM when they were under the age of 18

OUTPUT 5

ReDirection International Expert
Webinar 2021

Using the findings of research on CSAM users to strengthen
global child protection efforts
Registered attendees: 236
Protect Children organized the ReDirection
International Expert Webinar in October 2021 for
all professionals working in the field of child
protection.
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The webinar was based on findings from our
research on CSAM users in the Dark Web.
Furthermore, we heard from a wide range of highlevel experts in the field.

We heard from a number of fantastic speakers
from across the world, who each shared their
experiences and ongoing projects. The program
included the following global experts:
Serena Tommasino, Safe Online Knowledge
Management and Advocacy Specialist
End Violence Against Children
Brandon Kaopuiki, Technical Advisor, Center to
End Online Sexual Exploitation of Children
International Justice Mission - IJM
Dr. Salla Huikuri, Project Manager, Researcher
Police University College of Finland - POLAMK
Donald Findlater, Director
STOP it Now! UK & Ireland
Cathal Delaney, Head of Team, AP Twins
EUROPOL - O3 European Cyber Crime Centre
(E3C)
Amy Crocker, Interim Programme Advisor, OCSE
ECPAT International
Shelley Allwang, Director, Exploited Children
Division
National Center for Missing and Exploited
Children - NCMEC
Signy Arnason, Associate Executive Director
Canadian Center for Child Protection - C3P

Screenshot from the ReDirection International Expert Webinar, depicting Dr. Mikko
Aaltonen, Nina Vaaranen-Valkonen, Serena Tommasino, Donald Findlater, Anna
Ovaska & Tegan Insoll.

We were very happy to welcome a truly
international audience from over 38 countries. In a
voluntary feedback form, attendees gave the
webinar an overall rating of 4.8/5. Additionally, 90%
of attendees said that the expectations they had set
for this event were met, and 86% said that the
webinar inspired them to look at things from a new
perspective. 86% said that the webinar provided
them with new information for their daily work.
90% said the webinar speakers were good.
"Congratulations to the entire team of Protect Children who
made this research possible and to those who facilitated this
event. You are generating and promoting different and
valuable views to combat sexual abuse and exploitation."
Attendee of the ReDirection International Expert Webinar

OUTPUT 6

White Paper

Online Crimes of Sexual Violence Against Children in Finland:
Statistics on Crimes and Perpetrators
Nina Vaaranen-Valkonen, Anna Ovaska, Tegan Insoll, Matilda Sandvik & Katariina Leivo
Pageviews: 840 (Google Analytics)
The White Paper presents the most recent
statistics on crimes of sexual violence against
children in Finland. It presents new findings from
the Finnish respondents of Protect Children’s
ReDirection research. The findings indicate that
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the Finnish respondents to the survey appear to
differ from the respondents in other language
areas. Finns were more likely than other
respondents to report having sought direct
contact with children online after viewing CSAM.

OUTPUT 7

Research Article

Risk Factors for Child Sexual Abuse Material (CSAM) Users
Contacting Children Online: Results of an Anonymous
Multilingual Survey on the Dark Web
Tegan Insoll, Anna Ovaska, Juha Nurmi, Mikko Aaltonen & Nina Vaaranen-Valkonen
Stanford Internet Observatory, Journal of Online Trust & Safety

Tegan Insoll

Specialist, Project Researcher
“In the face of ever-increasing prevalence of online child sexual abuse and
exploitation, we must do everything we can to protect children. The findings
of our research provide a scientific basis for urgent action to strengthen the
fight to protect children.”

In February 2022, Protect Children’s first peerreviewed article on the ReDirection research was
published in the Journal of Online Trust and
Safety. The research article focuses on an
alarming trend that confirms the increasing
complexity of child sexual abuse online: how
many viewers of child sexual abuse online then
contact directly children online. Nearly half (42%)
of the respondents to the surveys reported that
they had sought direct contact with children
through online platforms after viewing child
sexual abuse material. But the complexity of the
issue doesn’t stop there, an even larger share of
CSAM users self-report that they are afraid that

their use of CSAM may lead to sexual acts against
a child or another human.” The academic study
confirms what was already known – that those
who consume child sexual abuse material are also
a danger to children through online grooming.

Abstract
This study explores a sample of 1,546 anonymous individuals who voluntarily responded to our "Help us to help
you" survey when searching for child sexual abuse material (CSAM) on the dark web. Nearly half (42%) of the
respondents reported that they had sought direct contact with children through online platforms after viewing
CSAM, and 58% reported feeling afraid that viewing CSAM might lead to sexual acts with a child or adult. This
study analyses whether certain risk factors are linked to a higher likelihood of contacting children after viewing
CSAM. It finds that certain factors are associated with a self-reported likelihood of having contacted children
online after viewing CSAM, including more frequent use of CSAM, older age of first exposure to CSAM, viewing
CSAM depicting toddlers and infants, having thoughts of self-expressing prior to viewing CSAM, and being in
contact with other CSAM users.
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Anna Ovaska

Deputy Manager, Legal Specialist
“The findings of the unprecedented research reiterate what every victim of
sexual violence and everyone working to uphold and protect the rights of
the child already knew: CSAM must be removed from the internet”.

OUTPUT 8

Report with Police University College
Finland
Darknet Online Communities of Child Sexual Abusers:
Reinforcing and Rationalising Offending Behaviour
Dr. Salla Huikuri & Tegan Insoll
Pageviews: 503 (Google Analytics)
In May 2022, Protect Children published a report
containing two articles examining new data on
the effects of darknet online communities of child
sexual abusers:
Peer-Support of Child Sexual Abusers in
Darknet Online Communities
Dr. Salla Huikuri, Project Manager & Researcher,
Police University College of Finland
This article uncovers the ReDirection project's
inquiry into the largest darknet communities of
child sexual abusers to examine their members’
attempts to refrain from sexual violence against
children and their support for each other in such
endeavour. Analysis of over 300 chats published
in three major darknet communities uncovered
that online communities of CSAM users do not
help users to refrain from CSA, but, quite the
contrary, tend to serve as a reinforcer for CSA.
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Contact between CSAM Users as a Risk Factor
for Contacting Children Online
Tegan Insoll, Project Researcher & Specialist,
Protect Children
Individuals who view CSAM online are at high risk
of further offending behaviour, including directly
contacting children through online platforms.
This report examines how this risk is heightened
when these individuals are in contact with other
individuals who view CSAM, revealing a danger of
child sexual abusers gathering in online
communities: reinforcement and rationalisation
of criminal behaviour.

OUTPUT 9

Research Review by Police University
College Finland

The Darkest Side of the Darknet: How Do Online
Communities of Pedophiles Contribute to the Justification of
Sexual Violence Against Children?
Dr. Salla Huikuri
One of the collaboration partners of the
ReDirection project, Police University College of
Finland (POLAMK), published a research review by
Dr. Salla Huikuri examining the justification of
sexual violence against children within dark web
communities of child sexual abusers. The review,
"The darkest side of the dark web: The
justification of sexual violence against children in
the online communities of pedophiles", is a
unique and extensive scientific overview of what

occurs in these online communities.
In the review, Dr. Salla Huikuri scrutinizes online
communities of child sexual abusers on the
darknet and sheds light on how such communities
justify, promote, and enable sexual violence
against children. The findings of the research
provide valuable new insights for law
enforcement, practitioners, civil society actors,
and academia.

OUTPUT 10

ReDirection International Expert
Webinar 2022

Developments in Offender-Focused Prevention to Protect
Children from OCSEA
Registered Attendees: 189
On Monday 5 September 2022, Protect Children
held an online event attended by experts from
around the world. The ReDirection International
Expert Webinar shared updates from experts on
Developments in Offender-Focused Prevention to
Protect Children from Online Child Sexual
Exploitation and Abuse (OCSEA). The program
included speakers from POLAMK, EUROPOL, Stop
it Now! UK & Ireland, Karolinska Institutet, and
End Violence Against Children.
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Advocacy &
Awareness
BLOGS

Blog posts communicate new research and ideas to the general public in a clear and
accessible way. Five blog posts have been published on Protect Children's website
under the ReDirection project, reaching over 850 readers.

Protect Children Blog Posts

Guest Blog Posts

Behind CSAM, Real Children are Being Abused
Pageviews: 114 (Google Analytics)
19 August 2021

Child Sexual Abusers Online
Pageviews: 191 (Google Analytics)
Dr. Salla Huikuri
19 January 2021

Feedback from users suggests that ReDirection
Self-Help Program successfully decreases
CSAM use
Pageviews: 76 (Google Analytics)
15 February 2022
Many abusers contact children online – we
need to stop this now
Pageviews: 229 (Google Analytics)
Blog post in collaboration with WeProtect
1 March 2022

VIDEO
The engaging ReDirection video has prompted
discussions on innovative methods to protect
children from sexual violence online. With over
475 views on YouTube, and over 1.2k impressions
on Twitter, the ReDirection video has helped
disseminate the project outcomes widely.
The video is in English and Spanish, with subtitles
in English, Spanish, Swedish, and Finnish.
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“The Community” – An international dark web
CSAM-website
Pageviews: 247 (Google Analytics)
Jaakko Salovaara
25 March 2021

850+ blog readers

MEDIA APPEARANCES
The ReDirection project has been featured in Finnish and international media 26 times: 14 news articles,
nine television news appearances, and three radio/podcasts.

News Articles
Preliminary Research Results (Output 2)
Ilta-Sanomat

Yle Russian News

Helsingin Sanomat

6 July 2021

6 July 2021

6 July 2021

Aamulehti

Yle Uutiset

6 July 2021

26 August 2021

ReDirection Survey Report (Output 4) & ReDirection Self-Help Program (Output 3)
The Guardian

Yle News

Helsingin Sanomat

27 September 2021

27 September 2021

27 September 2021
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Yle Uutiset

MTV Uutiset

Aamulehti

27 September 2021

27 September 2021

27 September 2021

MTV Uutiset
12 October 2021

White Paper (Output 6)

Research Article (Output 7)

Turun Sanomat

The Guardian

1 February 2022

1 March 2022
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TV Appearances

ReDirection Research Results (Output 2)
MTV Uutisaamu

Yle Uutiset

31 July 2021, 18:00

26 August 2021, 20:30

ReDirection Survey Report (Output 4) & ReDirection Self-Help Program (Output 3)
MTV Viiden jälkeen

Yle Uutiset

MTV Seitsemän uutiset

27 September 2021, 17:00

27 September 2021, 18:00

27 September 2021, 19:00

Yle Uutiset

MTV Kymmenen uutiset

MTV Uutisaamu

27 September 2021, 20:30

27 September 2021, 22:00

28 September 2021, 08:00

MTV Uutisaamu
12 October 2021, 06:00
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Radio & Podcasts

ReDirection Research Results (Output 2)
Yle Audio Areena

Yle All Points North Podcast

Safeguarding Podcast

23 August 2021

30 September 2021

20 November 2021

Overview
ReDirection project media appearances in English and Finnish 2020-2022
English

Finnish

News Articles

TV Appearances

Radio & Podcasts
0
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2.5

5

7.5

10

Next Steps
ReDirection Self-Help Program
Implementing the ReDirection Self-Help Program in new areas
Protect Children will continue to make the ReDirection Self-Help Program available as widely
as possible. Next, Protect Children will translate and/or culturally adapt the Program, in
collaboration with international partners, to be implemented in the following countries:
Czech Republic
Finland
Germany
New Zealand

Norway
Portugal
Slovakia
Sweden

Increasing the effectiveness ReDirection Self-Help Program
Protect Children has received funding from End Violence to extend the ReDirection project for
an additional year. Within this extension, Protect Children will pilot new interactive features for
the ReDirection Self-Help Program, to create a guided self-help program. These features will
include an anonymous chat function through which users of the program can chat privately
with trained specialists to guide them through the steps of the program, with an aim of
maintaining behavioural change in the long term.

ReDirection Research on CSAM Use
Research on CSAM Users in the Dark Web
Under the ReDirection project extension, Protect Children will conduct further scientific
research on the dataset collected within the ReDirection project through the 'Help us to help
you' and 'No need for help' surveys of CSAM users on dark web search engines. Protect Children
will conduct language-area specific research on the quantitative and qualitative data collected
to better understand offender pathways and behaviour, as well as motivations to seek help.

Subscribe to Protect Children's newsletter to stay up to date
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Collaboration
PROJECT PARTNERS

Red PaPaz (Colombia)

Police University College (Finland)

Red PaPaz is a non-profit organisation
advocating for the protection of the rights of
children and adolescents in Colombia and
Latin America and strengthen the capacities
of relevant actors to guarantee their effective
compliance.

The Police University College is a university
of applied sciences in Tampere, Finland
providing police academy training and
research under the Ministry of the Interior for
the Police of Finland and other Finnish law
enforcement units.

Mielenterveystalo (Finland)

Training Institute for Prison and Probation
Services (Finland)

Mielenterveystalo is an online service
produced by Helsinki University Hospital
(HUS) that provides information related to
mental health to both citizens and health
care workers. The online service contains
self-help programmes, reliable information
on mental health and substance abuse
problems, and regional and national mental
health and substance abuse services.
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The Training Institute for Prison and
Probation Services is a nationwide unit of the
Criminal Sanctions Agency. The institute was
founded in 1976. The institute runs degree
courses relating to prison and probation
services and provides training to maintain,
supplement and increase competence.

SHARING THEIR EXPERTISE IN THE PROJECT
Nina Nurminen
Senior lecturer at the Training Institute for Prison
and Probation Services, psychologist

Juha Nurmi
D.Sc. (Tech.)
Developer of the search engine Ahmia

Manja Nikolovska Postdoctoral researcher,
Department of Security and Crime Science,
University College London

PROJECT FUNDER

The ReDirection project is funded by End Violence Against Children under the Safe Online
investment fund. End Violence Against Children is a global partnership and fund focused solely
on Sustainable Development Goal 16.2: ending all forms of violence against children by 2030.

Suojellaan Lapsia ry. / Protect Children

@SuojellaanLapsi

Protect Children works to prevent sexual violence against children.

Suojellaan Lapsia
@suojellaan_lapsiary

www.protectchildren.fi

Suojellaan Lapsia ry

